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No. ITCELL-CYBS/1/2024-ITCell Dated __ May, 2025
CIRCULAR

Subject: Cyber Security Advisories - precautionary measures that must be undertaken in view
of the prevailing situation.

In view of the prevailing situation, and as a precautionary measure, the Cyber Security Cell,
Ministry of Health & Family Welfare (MoHFW), has issued the following advisories for awareness
and necessary compliance by all departments. These advisories aim to strengthen cyber awareness and
promote best practices among all employees of the Institute.

The following Advisories have been received and are to be disseminated:
1. Cybersecurity Do’s

2. Cybersecurity Don’ts

3. Cyber Fraud Do’s and Don’ts

4. Eight (8) Cyber Security Awareness Posters issued by CERT-In

In this regard, all departments/sections are requested to circulate the above advisories (enclosed
herewith) for necessary information and compliance.

All employees are advised to adhere to the guidelines to enhance cyber security awareness and
safeguard digital infrastructure.

This issues with the approval of the competent authority. )
Signed by Pawan Deep

Date: 15-05-2025 18:03:32
Lt.Cdt.Pawan Deep
Deputy Director (Admn.)

Memo No. ITCELL-CYBS/1/2024-ITCell Dated __ May, 2025
Copy to:-

1. All HoDs/Section Heads/In-charge for information and necessary circulation in their respective
Department.

2. The P.A. to Director for kind information of Director.

3. The P.A. to the Medical Superintendent, Shillong for kind information of Medical Superintendent and
wide circulation in the Department/Section/Unit under direct control of MS.

4. The P.A to the Dean, for kind information of Dean and wide circulation in Academic Department.

5. The Assistant Registrar, Estt-III & GAD to arrange for printing of the posters and display them on all
Notice Boards in the Institute.

Lt.Cdt.Pawan Deep
Deputy Director (Admn.)
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Cybersecurity Do's

Use complex passwords with a minimum length of 8 characlers, using a combination of capital letters,
small letters. numbers, and special characlers. Change your passwords al least once in 45 days. Use
multi-factor authentication, wherever available.

Maintain an offline backup of your critical data.

Keep your Operating System and BIOS firmware updated with the latest updates/patches.

Install enterprise antivirus client offered by the government on your official desktops/laptops. Ensure
that the antivirus client is updated with the latest virus definitions, signatures, and patches.

Use authorized and licensed software anly.

When you leave your desk temporarily, always lock/log-off from your computer session.

When you leave office, ensure that your computer and printers are properly shutdown.

Keep your printer's software updated with the latest updates/patches.

Setup unique passcodes for shared printers.

0 Use a Hardware Virtual Private Network (VPN)} Token for connecting privately to any IT assets located

in the Data Cenlers.
1 Keep the GPS, Bluetooth, NFC, and other sensors disabled on your computers and mobile phones.
They maybe enabled only when required.

44 :‘\-‘ 12 Download Apps from official app stores of google (for android) and apple (for i0S).
'l‘= g 13 Use a Standard User (non-administrator) account for accessing your computer/laptops for regular work.
14 Observe caution while opening any links shared through SMS or social media, etc., where the links are

preceded by exciting offers/discounts, etc., or may claim to provide details about any current affairs.
Such links may lead lo a phishing/ malware webpage, which could compromise your device.

15 Report suspicious emails or any securily incident to incident@cert-in.org.in and incident@nic-cerl.nic.in
16 Adhere to the security advisories published by NIC-CERT (hitps://nic-cert.nic.in/advisories.jsp ) and

CERT-In (hitps://www.cert-in.org.in ).

Cybersecurity Don'ts
1 Don't use the same password in multiple services/websites/apps.
* % * % 2 Don't save your passwords in the browser or in any unprotected documents.
3  Don't write down any passwords, IP addresses, network diagrams or other sensitive information on any

unsecured material Don't write down any passwords, IP addresses, network diagrams or other sensitive
information on any unsecured material.

Don't share system passwords or printer passcode or Wi-Fi passwords with any unauthorized persons.
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Don't install or use any pirated software.

Don't open any links or attachments contained in the emails sent by any unknown sender.

Don't disclose any sensitive details on social media or 3rd party messaging apps.

Don't share any sensitive information with any unauthorized or unknown person over telephone or

through any other medium.

Don't plug-in any unauthorized external devices, including USB drives shared by any unknown person.

Source: Ministry of Electronics and Information lechnology Cybarsecurity Guidelines

Cyber Fraud Do’s and Don’ts

Below is a list of the Do’s and Don'ts of Cyber Fraud:

Beware of Cyber Fraud.
o Cyber Fraudsters can generate authentic-looking phishing emails, text messages, or websites that
trick users to reveal sensilive information, such as login credentials, financial details or personal data.
o It can create deceptive messages to trick users to click on malicious links/attachments leading to
malware infections.
o It can imitate human conversation with users to share sensitive information or to perform harmful
aclions.
a It can help hackers create fraudulent documents, invoices, or payment requests for financial scams.
Don't click on links/attachments from unknown sources.
Always verify the authenticity of calls, emails or messages, especially those asking for sensitive information
or financial transactions.
Contact the organization directly through their official channels to validate such reguests.
Regularly update security software, install patches, and use genuine antivirus programs to protect against
potential threats.
Online Portal for filing complaint enline at cybercrime.gov.in. Cyber fraud can be reported directly at helpline
number 1930.
Mever attend the calls looking similar to toll-free number of any bank or unauthorized company.
Always visit the official website of the bank or any authorized company and verify the number from which the
calll SMS has been received.
Never share OTP, PIN, CVV, Debit/Credit card details with anyone.
Do not share any OTP/UP| PIN for receiving with money.
Do not respond to any calls asking to confirm or share bank account, credit/debit card details or sensitive
information.
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Cyber Security Awareness
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bomds of the online oimimals, who vee Fer
phatogrphs pasted anline and misuse these
|||»ugﬁb||‘r|.rp#|ng e piciures.

be orphed

picires are the used by
p-erpelfmrs for blodiolling  the  victime,
oeating fobs orline profile, sexting, sex chots,
p-orrmupH.cmrmnt ke plbures efe.,

Morphing coni damoge the vidimds  anline
FEPUEOEICN Ored gause emotinol traurm, oon also
be prone to threots from perpetroters ond may
finll pey to their nftenmts at blackmaling them,

Safety Tips

* Enable wour security and privooy, features on sodol medio acounts

= MNewer share youw personal pictuves online publidy on sociol medio
OCCOLInTS

= Lse usstermart while sharing pictures

= Enable multi-foctor authertication udth strong pessurrds for your
socinl medin acounts.

= Sawe the evidence and the soeen shats for referring to the mcdent later,

+ Don't suffier in silence, fncw that you are nat alone, reach out and seek:
help from trusted fornily ond friends, ;

= If ou observe your foke profile or any such objectiorable posts in sociol
rmedio, veport to the regpective social media help centre .

Repart Cyher froud ncident ta hitps:/fumin, ogbercrime.gowin or coll 1930
For more safety tps wsit: hrtpsyiwww, cert=in.org.ln and htips:fumw,csh.gou.in

cerfm<ly :gqm;,..,_w ; }.I; pBR

Protect yourself from

UPI fraud
Keop your UPl-PIN/OTE confidential

Safety Tips
Fraudsters employ technigues such as sending harmful QR
codes, malicious apps, user impersonation etc.
B Alusiays chieck the PLID ormbse af he paopee beloree aking D

ent,

« Fioter dhiire UF| Pind OTP with A,

+ Enter UP| pin/OTP on UM only.
* Scannll GRoodaormlﬁp L% pin ks anty fer meking Paymants

and ned for receiving money,

* Pary atteation and corcfull “thede all messages neceived through

all comimunication chammels from your bank.
@ * Know the diference betwoen sending and rocciving mancy using

apfE,
® e Lgllu:lpﬂpﬁuninlhcuppﬁmﬁm for ransackion
- ralated roncems.

Report Cyber frowd Incident to httpe: ! unuw cybercrime.gow.in or call 1930
For more safety tips ulsit hesps:umeacest-In.ongdn and hitps: o cskqou.in

hlr
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 BEWARE 0OFOTP Fraups M
Safety Tips

Na:ermendﬂﬁmllslmhngmdwmﬂlﬁeemnﬁernfm
bank or authorized

= Do not share any rfm-rrnuhmnhecmit[dehtwd
details, CWY, OTP, acoount number, date of birth, expiry date of
debit/oredit cords et to unknown caller,
= Alwoys visit the offical website of the bonk or amy authorized
?&mm@wmmmmmwswm

= Do not et tricked and giue your OTP's on phone calls, emails,
and SMS for the satwe of cashbocks or to daim for reward points.
or oy such offers etr.

» Banhs never ask for CWV, OTP, PIN or any personal information
ouer phone, email and SMS.

Report Cuber froud Incident to hetps:y fwwuroybercrime.goo.in or coll 1930
For more safety tips ulslt; hitps:ffunaw.cert-inorg In, https:/fsun csh.gou.in
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Cyber Security Awareness

Beware of FraudGPT
Scom

FraudGPT, s Al-pousered Chatbet i
used by Cyber eriminals to craft
fraudulent contert for cuber frouds

and crimes.

= FraudGPT can genevate authentic-loaking phishing emalls, text messages, or
websites that trich users te reveal sensitive information, suzh os Login credentials,
fmantial details, or persenal data.

« It ran reate deceptive messages to trick users ta click an malicious
linksfattachments leading to malware infectons,

= I can imitate humon conversation with users bo shore sensitive information or o
perform hormful oetions.

= It ran help hachers crente fraudulent doruments, inioices, ar payment requests for
finamlal scoms.

Safety Tip:

= Avaid diching on links attochments from unhnmown sources.

= Aluiaus werlfy the outherticity of colls, emalls or messages, especially thase
wsking for sensitive information or finandal tronsactions.

» Contact the erganization directly thraush their afficiel charnels to validate such
TEGUEsEs,

= Regulorly update security saffusare, install patrhes, and use genuine antininus
OGBS 00 PrOTECE GQainst patentinl threats,

For more sofety thps ulslt: https:fweurcert-Inorg. b and https 7 wwew.csk.gowin
certm<P o
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Cyber Security Awareness

Cyber Security Awareness

+ Theyash victim's for banh acoount dotalls &
- ¥for bo .
camils, expiny dhrbe e

¢ The froudster tells the vickm shnn[l'l"P
sent on mnﬂ.ﬂj'mﬂnpnmhgh

» Once the victine shares the OTF, money is
dexdiacted from thelr acoount,

Before doumloading a rnnbile awlknlim check for

Lay protect feature on Pla
ays ll[i:ﬂwnluud a mq!}:ns nnl.u jrom, trusted FEEen
snurm legltlmn B W ites or authorized app 3 w“!‘*‘mﬁull Sy o m
wnlog they can be fake numbers.
'g?l}:dl d:dmmuqsl:gg:w I ShEs e A, emails, -&Mhmmnmaﬂzuwmuh
= Allow only necéssary pam.ulnns during the Institute orgenisotions/ bonks eic.
mmunm of aj # Incose of any sheuld change of morount i
* Proper q.:rsg app details in the developer's mmmﬂﬁmmmmmhﬂmmum;m
. tnmmmundwmmnuofmemrs. » Users should routinely review bonk £ cedit cord stotement £ report amy,
be?ure installing any mobile application.

+ Beusme of calls ashing o shore personal Infermation or oshing to lnstall ey

TEMTLE CoEss apps o the pretext of helping,
Reepart Cyber fraud Incident ol htlps /i cybercrinme.gouw.in or call 1930 o

For mere sufety Lips il hiips:Hwew.cert-inorg.in ond hitps:fumwcshogowin
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Report Cyber [roud Incident ul hitpss/fwww. cgbercrimegou.in or call 1930
Far mare safiety tips wisit: hitps:funmne, cert-in.org.in and https:/ ek, qouin
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Cyber Security Awareness

BE WARE OF ONLINE -
SEXTORTION

Saschortion is an emenging foere af anline
ubuse.
it omer when o oderciewnal meothes
out to o wictim onlire through a doting
upp, suciol medsa dharmel, 2tz
In mony cozes, Cyber crmmals inficte
tntemate video chots ond Lures the victmn
to pose nude in front of comern omd
record tha same to blachmail the viclim.
Sewtertion atempts te haross, emboness
and blackmall the wicthms for firomccl
gains.

BEWARE OF QUICK

RESPONSE CODE

{9R CODE) SCAM
O code froud is a form of cuberarime
where oiminols attempt to steal user's
dotn by moking them to swm @ |
wnalicious Quick Response (QR) code,

QR code soamrs hove become more ond
moee popular amangst cyber-criminals.
Just by, moking the wvictim %o scom @
malicious QR code, they goin access to
wictim's sensitive dato ond do financiol

Aot Operandi

+ Sextartion can be done through sodol medio opps : Cyber oriminals open fobe
arcounts on sockal media apps, Wictirs, thinking the actount Is geaulne, stost
chatting video colling pnd pose nude in front of the Cyber crimiral, who records
cmd tahe picturas, l.uwr Cuber criminals black mail them by revealing their
tirnate pictuiresy Lides
. 'I'hm b o slbes: Lsers mﬁmum sent blackmailing e mail messoges b

rgllwu?lnmmlc wictims ...?Jn"’ red 1o mnke their m||u?t?, an parn umwnlf—
aned msked lo pay momey (usually |||(ngpluu.|rrerm,|].

Safety Ties

» Meuer shore intimate pictures aver arline vides walls) mn.nlmdu potfarms with
anyboddy, |1 con be wsed Torbwmmulrgﬂano seenmh? i o
= Auaid clickzing ini I:mnt!..fnudﬂ-’ sami- photos uideos I'II| guul phone, which if
hed could couse em
wllr.lous moblle apps wlthacmss pennlsﬁlmm gallery/ storage oon access Your

Safaty Tips

= Mewer scon o QR code bow that doen't appeor to be linked to
anything else ond has no accompanuing.

+ Be wary about sconning a QR code in public places, like
transpovtation depots, bus stops or city centers.

= If you decide to scan, check whether the code is pasted on sticher.

and con be used to blackmail wow. If its o sticker, don't scan.
Immlﬁ:}ffm" U he mearki, ki Station o un wybercrime o in = Use a scanner app that actually checks the website the QR code 1s

» Don't hnsm:l.n o file a complaint or to contact the
= Usethe™ M-Dort er® apthon over soclal medle D‘.ﬂg‘orm T repart any swh
‘account:

« Bt tlide on umy tinka dusnlacd armg apps received Liraugh ehats, sociol metka

polnting to, hefore taking wou there,

= If you sean a code and find yourself on a weh page that asks for
corfidential information like passwords, even if it looks genuine,
don't key the information in,

mm“ug necissary ocess permissions bo ppps in gous mokile.

Repart Cyber Crime Incident sl hitpss/fwwa.agbercrime. guw.in or coll 1930
| Far mare safety tigs ulsit: https:y faw.cert-inoeg.in ond https: /A, csk gou.in
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Riepart Cuher Crime ncideent ot htps:ffum ogbererime.gou i or coll 1934
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